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In the context of advancing cyber-physical technologies, cryptocurrencies have
emerged as a significant phenomenon, attracting considerable scholarly and practical
attention. Within this landscape, central bank digital currencies (CBDCs) have gained
increasing importance as potential instruments for transforming national financial
systems. The rapid evolution of economic and technological environments, coupled
with the daily impacts of cryptocurrencies on financial and economic policies,
underscores the necessity for financial institutions and policymakers to comprehend the
challenges inherent in the implementation and utilization of national cryptocurrencies.
To systematically analyze these challenges, the authors conducted an extensive
literature review to identify the key obstacles associated with the deployment of
national cryptocurrencies. Following this identification phase, a novel mixed-methods
approach was employed that integrates two advanced decision-making techniques:
Step-wise Weight Assessment Ratio Analysis (SWARA) and Weighted Aggregated
Sum Product Assessment (WASPAS) within a fuzzy framework. The findings reveal
that the primary challenges in launching central bank cryptocurrencies encompass a
lack of adequate financial support for stablecoins, instability of the domestic currency,
centralized governance issues within decentralized technological frameworks, the
absence of a conducive public acceptance ecosystem, challenges related to the listing of
cryptocurrencies on reputable exchanges, and broader economic concerns, including the
risk of money laundering. In the realm of private cryptocurrencies, crucial obstacles
include legal restrictions regarding the acceptance of alternative cryptocurrencies,
difficulties in preserving the value of small investors' capital, challenges related to data
protection and privacy, and concerns regarding the liquidity of frozen assets.
Ultimately, this study emphasizes the pressing need for comprehensive and structured
strategies to address these multifaceted challenges, proposing a range of solutions that
could facilitate the effective adoption and development of cryptocurrencies within
national contexts.
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Extended Abstract

Introduction Blockchain and Distributed Ledger Technology (DLT) have been widely recognized as
transformative technologies. This new wave can address many problems and obstacles in a country's economy and
governance structure. The recent experiences of countries in utilizing decentralized technologies, including DLT,
have opened up new frontiers in various fields. In a broad definition, DLT is essentially a shared and decentralized
environment that is based on the concept of decentralization(Ante et al., 2021). This general concept has led to the
development of another well-known technology called blockchain, a branch of DLT. Blockchain is a decentralized
method of storing and verifying transactions. It is a platform that has brought about a significant transformation in
the central bank digital currencies areas, cryptocurrencies, and the development of various tokenized assets, gaining
high popularity in today's world due to its unique features. While decentralized payment solutions are becoming
more popular around the world, in recent years, semi-centralized solutions have gained significant attention as a new
generation of blockchain-based products. Among them, organizational blockchains and central bank digital
currencies are noteworthy(Baur & Hoang, 2021). However, they face obstacles and challenges in their
implementation .Although decentralized cryptocurrencies such as Bitcoin and Ethereum cannot replace fiat
currencies, they are a threat to the power of current central bank currencies. The issuance of central bank digital
currencies could be a potential response to this emerging trend of supporting national currencies. National
cryptocurrencies can be created in various forms, similar to existing cryptocurrencies in the market. Stablecoins, as
national cryptocurrencies with the positive features and functions of cryptocurrencies, can capture the attention of
governments. Stablecoins can also contribute to market stability and reduce market risks, which may further drive
the inclination towards cryptocurrency usage. The control of these cryptocurrencies can be held by the central bank,
its representative or a licensed company. The importance of creating a national cryptocurrency has been emphasized
in the articles (Ghamami & Alipoor, 2022). Few researches have been conducted on prioritizing the significant
challenges of national cryptocurrencies using hybrid approaches. This study aims to present a new hybrid approach
based on FMEA, SWARA and WASPAS methods in fuzzy conditions. In this regard, we focus on identifying,
evaluating, and prioritizing the challenges of national cryptocurrencies using the mentioned methodology.

Method This research conducted an analytical-descriptive method for identification and prioritizing of
challenges. In this regard, based on the subject literature and the assistance of a group of experts a complete list of
challenges for national crypto-currencies is prepared. at the next step, regarding proposed method in last section, the
evaluation criteria are calculated using the FMEA method and obtaining fuzzy values for risk occurrence probability
(0), severity of occurrence (S), and detection ability (D) based on expert opinions. And final assessing conducted
using FSWARA method for calculation of weights and WASPAS for prioritization of challenges. These steps are
showed in figure 1 and are explained in detail in next section.
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Extracting and preparing a complete list of challenges in national currencies using the subject literature and

getting help from a group of experts
S

-

Qetermining the evaluation criteria with the help of the FMEA method and obtaining the fuzzy values of three indicators of
risk occurrence probability (O), severity of occurrence (5) and detection ability (D) using the opinion of experts

-

Calculation of criteria weights using FSWARA

-

Assessing and prioritizing national cryptocurrency challenges using WASPAS

-

Providing solutions and practical suggestions

Figure 1: Implementation algorithm of the proposed hybrid approach

Results : Regarding proposed method and after applying steps to achieve the most important challenges for
issuing and developing national cryptocurrencies, the results showed Lack of proper financial support for stablecoin,
Currency instability in the country, Centralized management in the context of decentralized technology, Absence of
an ecosystem accepted by the general society, Cryptocurrency listings in reputable exchanges and money laundering
risk are respectively the most vital obstacles for development of central bank cryptocurrency. each challenge and its
importance are showed in table 12 and figure 4. For national cryptocurrencies, the issue of support is very important.
The national cryptocurrency must have the ability to be spent, liquidated, and converted into other currencies. The
central bank still places great importance on gold as a key reserve asset. A public gold-supported digital token may
allow gold to benefit from the liquidity and fluidity of digitization while maintaining its essential role as a store of
value and safe asset (Bunjaku et al., n.d.). Considering that currency instability is related to macroeconomics, there is
no precise solution for this challenge. Of course it may be possible to mitigate this challenge to some extent by
controlling inflation. In the realm of cryptocurrency, it is crucial to establish a regulatory foundation for the digital
currency of the central bank. This foundation should include the participation of the central bank, government
agencies, related organizations, institutions, and private companies actively involved in the field. Such an
establishment will facilitate the formulation of standards, rules, and regulations governing the digital currency
ecosystem. Moreover, to ensure effective oversight, the government should enhance the role of science and
technology in regulatory processes. By adopting "smart supervision" approaches, comprehensive supervision can be
achieved throughout the entire process. Additionally, the establishment of a regulatory sandbox can be beneficial.
This sandbox offers a controlled environment for innovative projects, allowing project owners to gain insights into
the strengths and weaknesses of their work in a real operating setting. Simultaneously, regulators can explore various
risks and leverage the expertise of professionals from other countries involved in sanctions. To build public trust in
the central bank as the issuer and operator of the national CBDC system, it is essential to ensure transparency,
accountability, and adherence to high standards of security and privacy. Creating standards, regulations, guidelines
for risk management, and a governance structure for the CBDC system is crucial. In the case of money laundering
risk, investment by banks to meet regulatory requirements and reduce risks has become essential. involves utilizing
underlying technology to combat money laundering through strong anti-money laundering (AML) analytics and
information tools. To enhance security and prevent fraudulent activities, advanced know your customer (KYC)
processes and screening methods have been established. Machine learning plays a crucial role in performing

Stable Economy Journal, 2025; 6(1): 73-111



Key Challenges in the Implementation of National Cryptocurrencies 76

necessary customer checks and identifying suspicious activities, thereby allowing for quicker customer
segmentation. Additionally, the implementation of a robust money laundering management system and monitoring
transaction activities helps predict AML scenarios and identify potentially dangerous transactions. Furthermore,
membership in conventions related to combating money laundering is crucial to effectively address money
laundering in the field of cryptocurrencies.

Lack of proper financial support for stablecoin  EEEE ] ) /75%
Currency instability in the country o 10/75%

Centralized management in the context of decentralized technology I — 9/93%
Absence of an ecosystem accepted by the general society

| 9/77%
Cryptocurrency listings in reputable exchanges in the world
economic and money laundering risk

Failure to implement blockchain network infrastructure and double-
layer protocols

Information protection and privacy

Cyber threats and attacks

Selection of common international fiats for cryptocurrency exchange
edge technologies

jurisprudence and legal challenges

0/00% 2/00% 4/00% 6/00% 8/00% 10/00% 12/00% 14/00%

Figure 2. Criticality percentage of Central Bank's cryptocurrency challenges

As presented in figure 5. the results showed, Legal restrictions on accepting other currencies, unreliability for small
capitals, data protection and privacy and quick liquidation of frozen assets are the most important challenges of
issuing and maintain of private sector cryptocurrency. According to the results of this research, the most important
challenge is related to legal restrictions in accepting other currencies, for this challenge, it is crucial for government
to actively adopt technological advancements and eliminate unnecessary restrictions by drawing inspiration from
other countries' successful approaches. To effectively integrate cryptocurrencies into the legal framework, it is
essential to develop a comprehensive ecosystem that elucidates the systematic relationships between the various
components of the cryptocurrency system. This ecosystem will provide clarity and guidance, ensuring that the
benefits of cryptocurrencies can be harnessed while mitigating potential risks. Furthermore, it is imperative to study
and learn from the experiences of countries that have already implemented cryptocurrency laws, utilizing their laws
as a foundation and building upon their insights to create a robust regulatory framework.

Cryptocurrencies are a suitable platform for attracting small capital; Because you can buy a cryptocurrency or a part
of a cryptocurrency with any amount; Therefore, the operators of cryptocurrency can collect these small capitals and
move them to other markets and create unrest in the economy. so, it is important to require cryptocurrency developer
companies to create a portfolio of productive companies and actively invest in the production sector. This will not
only contribute to economic growth but also promote stability and sustainability within the cryptocurrency
ecosystem. Secondly, there should be regulations in place to prohibit cryptocurrency development companies from
engaging in markets that are solely based on speculation. By discouraging speculative activities, the focus can shift
towards fostering real-world utility and value creation. Lastly, it is crucial to implement measures to prevent the
outflow of funds from the country and closely monitor transactions to combat potential quasi-money laundering
activities. By establishing strict monitoring mechanisms, the risks associated with illicit financial activities can be
minimized, ensuring the integrity and security of the cryptocurrency ecosystem. These measures collectively
contribute to the responsible and sustainable development of cryptocurrencies, fostering a more robust and beneficial
environment for all stakeholders involved.
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When considering the design of a cryptocurrency system, there are two main approaches: token-based design and
account-based design. Token-based design refers to a system where transactions are recorded and verified using
tokens. On the other hand, account-based design involves transactions being linked to specific user accounts.In terms
of data protection, it is crucial to adhere to the Personal Data Protection Act or any relevant data protection
regulations. This means implementing robust security measures to securely store and protect user data, ensuring
privacy, security, and confidentiality. Furthermore, users should be informed about the collection of their data and
their rights regarding access, verification, manipulation, and deletion of their data. Transparent communication and
user consent are essential for building trust and maintaining user confidence in the cryptocurrency system.To
enhance user experience and streamline processes, creating a customer recognition process can be beneficial.

Legal restrictions on accepting other currencies 16/07%
The challenge of not maintaining the value o.fsmall car-)itals =, 15/85%
The challenge of data protection and privacy 15/63%

Lack of an agile and flexible technology platform for offering all ,.-HSHH - 14/74%

kinds of tokens 12/68%

The challenge of rapid liquidation of frozen assets

The challenge of the lack of laws and regulations formulated in
& ) o g o | 12/59%
the Radio Communications Regulatory Organization
| 9
The challenge of cyber threats and attacks 7/70 %

Technical challenge in tokenization — IEEEEE——— 4/74%

0/00% 5/00% 10/00% 15/00% 20/00%
Figure 3. The percentage of criticality of private sector cryptocurrency challenges

Conclusion:

A wide range of financial and non-financial applications utilize blockchain as an infrastructure technology,
including in developing countries. However, the rapid growth of cryptocurrencies in the digital world presents
various implementation and usage challenges. Therefore, this research aims to identify and prioritize the challenges
associated with the production of national cryptocurrencies, whether central bank or private sector. The proposed
approach combines decision-making methods, specifically the utilization of Multi-criteria SWARA and WASPAS in
a fuzzy environment to assess and rank national cryptocurrency risks. The SWARA-Fuzzy method determines the
weight of criteria and assesses the importance of parameters (O, S, and D). Subsequently, the identified risks are
ranked using the WASPAS-Fuzzy method. The ultimate goal of this research is to provide effective solutions for the
identified challenges, which can be implemented and developed to reduce these obstacles within the country. The
solutions highlight the importance of effective regulatory frameworks for issue, maintain, develop of national
cryptocurrencies both public and private ones. By addressing concerns such as money laundering, privacy fraud, and
market manipulation, regulatory measures contribute to a more secure and transparent environment for national
cryptocurrency transactions. Meanwhile building a value based ecosystem is vital for long term usage of these
newborn currencies. finally, it is crucial for developing countries to actively adopt technological advancements and
eliminate unnecessary restrictions by drawing inspiration from other countries' successful approaches.
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