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The integration of distributed generation (DG) sources into distribution systems has 

experienced significant growth due to their numerous advantages. However, DG 

integration has also introduced substantial challenges to distribution system protection, 

such as variations in fault current levels and bidirectional fault current flow. Under these 

conditions, directional overcurrent relays may not operate as intended. This paper 

proposes a directional comparison protection scheme for safeguarding lines and zones in 

active distribution systems, based on the calculation of incremental active power 

transient energy. Additionally, a differential protection scheme, based on the Teager–

Kaiser Energy Operator (TKEO), is incorporated to enhance the performance of the 

directional identification algorithm. The proposed scheme is capable of detecting 

symmetric and unsymmetric faults on microgrid lines at both low and medium voltage 

levels and is adaptable to changes in microgrid configurations and load-switching 

transients. The proposed methods offer the advantages of simplicity in calculation and 

high accuracy. An AC active distribution system incorporating inverter-based DG 

sources is modeled in PSCAD-EMTDC software to simulate various fault types, and the 

simulation results are subsequently transferred to MATLAB for the implementation of 

the proposed algorithms. 

I. Introduction 

Electricity has been a fundamental requirement for human 

society since the early stages of civilization. The rapid 

growth in electricity consumption has significantly impacted 

energy resources, particularly fossil fuels, leading to a 

decline in these reserves. In addition, the increase in fossil 

fuel consumption and the associated undesirable 

environmental effects have created a basis for the 

development and use of renewable energy. The deployment 

of distributed generation resources in distribution systems 

has increased markedly in recent years. Distributed 

generation resources are those located at or near the point of 

electricity consumption and inject their generated electricity 

directly into the distribution grid. Distributed generation 

(DG) resources offer several advantages over centralized 

generation resources. The reduction of distribution network 

losses is one of the most important advantages of distributed 

generation (DG) resources, as they are typically located near 

the point of consumption, which reduces the distance that 

electricity must travel through the network. Distributed 

generation (DG) resources can significantly improve the 

reliability of the power grid by providing a local source of 

backup power in the event of a power outage from 

centralized generation sources. DG resources can also 

enhance the stability of a power grid by supplying local, 

flexible, and responsive power during periods of increased 

grid load. The use of renewable energy sources for electricity 

generation can lead to a significant reduction in air pollution 

and environmental impacts. The rapid growth of distributed 

generation resources in distribution systems has created 

conditions for the development and operation of microgrids. 

The emergence of microgrids, which are small-scale power 

systems, has revolutionized the landscape of electricity 

supply. These innovative systems harness local generation 

resources such as solar, wind, and small-scale generators, 

offering a sustainable and flexible solution for regions 

lacking access to the main grid or facing grid constraints. 
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Microgrids, while capable of connecting to the main grid, 

also possess the ability to operate in island mode. This 

capability eliminates over-reliance on the central grid, 

significantly enhancing system stability and security. 

Microgrids can be broadly categorized into two types based 

on their connection to the main grid:  

1. Grid-Connected Microgrids: Grid-connected 

microgrids establish a connection with the main grid, 

enabling them to exchange power with the broader electricity 

network. This bidirectional power flow allows these 

microgrids to: Supplement Electricity Supply: During 

periods of peak demand, grid-connected microgrids can 

draw power from the main grid to meet local electricity 

needs. Inject Excess Generation: Conversely, when 

microgrid generation exceeds local demand, surplus 

electricity can be injected into the main grid, contributing to 

overall grid stability and resource optimization. Grid-

connected microgrids are particularly well-suited for 

electrifying remote areas and regions with weak or unreliable 

grid infrastructure. 

They offer several advantages, including: 

 Enhanced System Stability and Security: The ability to 

draw power from the main grid during disturbances ensures 

uninterrupted power supply to critical loads. Reduced 

Reliance on Central Grid: By generating and consuming 

electricity locally, grid-connected microgrids lessen 

dependence on the main grid, increasing energy autonomy. 

Improved Power Quality: Active regulation of voltage and 

frequency within the microgrid enhances power quality for 

consumers. Increased Flexibility and Efficiency: Real-time 

energy management and optimization enable grid-connected 

microgrids to respond effectively to demand fluctuations and 

optimize resource utilization. 

2. Island Microgrids: Island microgrids operate 

autonomously, disconnected from the main grid. They rely 

solely on local generation resources to meet their electricity 

needs. This self-sufficiency provides several benefits, 

particularly in remote or grid-constrained areas: 

Uninterrupted Power Supply: Island microgrids are immune 

to disruptions in the main grid, ensuring a continuous and 

reliable power supply for critical infrastructure and 

communities. Energy Independence: By generating 

electricity locally, island microgrids eliminate reliance on 

imported fossil fuels, promoting energy independence and 

sustainability.  Resilience in Remote Locations: Island 

microgrids provide a stable power source for remote areas 

that are difficult or expensive to connect to the main grid.  

Despite their advantages, island microgrids also present 

certain challenges: Higher Initial Investment: The upfront 

costs of establishing an island microgrid, including local 

generation and storage infrastructure, can be higher 

compared to grid-connected systems. Need for Advanced 

Control Systems: Island microgrids require sophisticated 

control and management systems to ensure real-time 

balancing of supply and demand and to maintain grid 

stability. Limited Scalability: The capacity of island 

microgrids is typically constrained by local generation 

resources, limiting their ability to serve large-scale loads. In 

addition to the categorization of microgrids based on their 

grid connection type and location, another classification 

scheme exists based on the type of power transfer employed 

within the microgrid. This classification encompasses three 

primary microgrid types: 

 1. AC Microgrids: In AC microgrids, all system 

components, including generation sources, loads, and 

transmission lines, utilize alternating current (AC) for power 

transmission. AC, as the prevalent standard in the electricity 

industry, offers advantages such as simplicity of structure, 

ease of connection to existing power grids, and high 

efficiency in power transmission over long distances. 

2. DC Microgrids: DC microgrids employ direct current 

(DC) for power transmission throughout the system's 

components. DC presents benefits such as lower losses over 

short distances, compatibility with renewable energy 

generation sources like solar panels and batteries, and 

enhanced controllability and manageability. 

3. Hybrid Microgrids: Hybrid microgrids represent a 

combination of AC and DC microgrids. In this type of 

microgrid, both AC and DC are utilized for power 

transmission in different parts of the system. This approach 

simultaneously harnesses the advantages of both AC and DC 

systems, leading to increased flexibility and efficiency 

within the microgrid. 

Microgrid Selection: Selecting the appropriate microgrid 

type depends on various factors, including the nature of 

generation sources, load types, transmission line lengths, and 

the control and protection requirements of the system. In 

certain scenarios, employing a combination of AC and DC 

microgrids, forming a hybrid microgrid, may constitute a 

more optimal solution. The impact of these resources on the 

performance of protective systems has also increased with 

the growing penetration of distributed generation resources 

(DGs) in power distribution networks. Among the most 

significant impacts of DGs on the protection of distribution 

systems are the following: Voltage variations: DGs are 

typically small-scale and installed at various points in the 

distribution network. Therefore, they may cause variations 

in the network voltage levels, which can lead to disruptions 

in the network and equipment damage. Influence of 

distributed generation on network losses: Distributed 

generation can cause either a reduction or an increase in 

network losses, depending on the capacity, location, and type 

of distributed generation. Changes in network losses can lead 

to improper operation of protective equipment. The structure 

of distributed generation (DG), the reduced level of fault 

current in islanded mode, the change in fault current level 

with the transition of microgrid mode from connected to 

disconnected, and the low inertia of microgrids are all factors 
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that affect the protection of active distribution systems and 

the performance of directional overcurrent relays.[17]. The 

structure of DG can influence the magnitude of the fault 

current. DG connected to the distribution system through a 

point of common coupling (PCC) can increase the fault 

current. However, DG isolated from the distribution system 

or connected to the distribution system through a microgrid 

can reduce fault current [18-20]. In islanded mode, the DG 

can lower the fault current by providing a local source of 

power. This can impact the operation of the overcurrent 

relays, which are designed to function based on the 

magnitude of the fault current. Microgrids can operate in 

either connected or islanded mode. In connected mode, the 

microgrid is linked to the distribution system. In islanded 

mode, the microgrid is isolated from the distribution system 

[13, 19]. The change in the microgrid mode from connected 

to islanded can alter the magnitude of fault current. This is 

because the distributed generation (DG) connected to the 

microgrid can provide a local source of power in the islanded 

mode. Microgrids with low inertia are more vulnerable to 

faults, as they can experience larger transient overvoltage 

and overcurrent during a fault [16]. Despite the operational 

challenges associated with the use of distributed energy 

resources (DERs) in distribution systems, their unique 

benefits are clear. These benefits include reduced energy 

loss, improved network stability, and increased power supply 

reliability. Consequently, researchers have been 

investigating the effects of DERs on distribution systems and 

have provided various solutions for the optimal utilization of 

these resources. The authors in [17] propose a multi-agent 

system-based protection scheme for protecting distribution 

systems that contain distributed generation resources. The 

proposed scheme can achieve satisfactory performance for 

protection under low-impedance fault conditions. In [21], a 

wave-polarity-based protective technique for fault detection 

is proposed. This technique can accurately and quickly 

detect faults by comparing the polarities of the traveling 

waves at two points in the network. A protection scheme for 

locating faults in radial distribution systems is proposed in 

[22]; however, it does not function properly when distributed 

generation resources are utilized. Moreover, the proposed 

scheme does not perform well in radial distribution systems 

with increased fault impedance. In [23], an automatic 

coordination mechanism based on the exchange of 

information was used to achieve coordination between the 

overcurrent relays. This mechanism automatically 

establishes coordination between relays using current and 

voltage information at the relay connection point. The main 

challenge of this mechanism is the need for a 

telecommunications infrastructure to exchange information 

between relays. In [24], an adaptive protection scheme based 

on non-standard characteristic curves was proposed. This 

scheme can provide satisfactory protection performance 

under various network conditions by leveraging the 

flexibility of non-standard characteristic curves. However, 

this scheme has a major drawback in that it does not consider 

islanding performance. In [19], the authors proposed a novel 

protection scheme based on the optimization of relay 

parameters by considering multiple characteristic curves for 

directional overcurrent relays. This scheme can provide 

satisfactory protection under various network conditions. In 

[25], a novel method was proposed for identifying single-

phase faults in active power distribution systems using zero- 

and negative-sequence current. This method can identify 

single-phase faults under various network conditions by 

utilizing the features of zero- and negative-sequence 

currents. Considering the impact of solid-state transformers 

on the coordination of overcurrent relays, the authors in [5] 

introduced a novel protection scheme. However, it fails to 

operate under conditions with inverter-based distributed 

generation resources and high-impedance faults. In [26], the 

authors propose a novel adaptive optimization method for 

directional overcurrent relay coordination to achieve optimal 

protection coordination in microgrids with diverse 

topologies. This innovative approach utilizes advanced 

optimization algorithms to optimally adjust relay parameters 

under various network conditions, ensuring robust protection 

coordination against a wide range of faults. The method first 

employs powerful feature extraction algorithms to extract 

the characteristics of zero-sequence and negative-sequence 

currents. Subsequently, these extracted features are fed into 

an advanced prediction model to accurately estimate the fault 

probability at different points in the network. Finally, relay 

parameters are optimally tuned based on the predicted fault 

probability to guarantee seamless coordination among relay 

operations under various network scenarios. However, the 

proposed method may not perform effectively in protecting 

microgrids against high-impedance faults In[27], the authors 

proposed an optimized approach for current protection of 

power grids that utilizes local current information. This 

method dynamically updates the relay operating 

characteristics based on the grid's operational conditions and 

distributed generation (DG) outages. This dynamic 

adaptation enhances the protection's flexibility and 

optimizes system performance against faults. Building upon 

this work, the authors in [28 and 29] introduced novel 

current-time-voltage (I-T-V) tripping characteristics to 

further improve current protection efficiency. These new 

characteristics enable faster and more reliable protection by 

optimizing the total relay operation time. The formulation of 

these characteristics was framed as a constrained nonlinear 

programming (NLP) problem based on standard overcurrent 

protection (OCR) characteristics. Despite the notable 

advantages of the methods presented in [27, 28, and 29], 

their effectiveness may be compromised in certain scenarios 

due to the neglect of diverse grid operational conditions, 

including fault type, fault magnitude, and pickup current 

values. For instance, the extensive integration of DGs into 
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the grid can significantly impact system behavior under fault 

conditions, which is not fully considered in these 

approaches. Therefore, it is crucial to continue research in 

current protection of power grids with a focus on DG 

integration and considering the diversity of grid operational 

conditions. The development of adaptive and dynamic 

protection schemes that can effectively accommodate 

varying system conditions is of paramount importance. In 

the research presented in [30 and 31], a novel approach to 

coordinating directional overcurrent protection relays for the 

protection of distribution system microgrids in grid-

connected and islanded operating modes was introduced. 

This innovative method effectively addresses the inherent 

challenges of microgrid protection by employing a fault 

current limiter at the point of common coupling (PCC). 

Furthermore, in [32], microgrid protection using directional 

overcurrent relays and an agent-based communication 

system was investigated. This approach provides fast and 

accurate protection against a wide range of faults by relying 

on dynamic information exchange between the relays. 

Aiming to address the inherent challenges of protection 

coordination in microgrids, a novel protection coordination 

scheme utilizing dual-setting directional overcurrent relays 

was proposed in [33]. This innovative scheme significantly 

reduces the complexity and cost of the protection system by 

eliminating the requirement for fault current limiters. In [34], 

a novel scheme is proposed to enhance the protection level 

of meshed microgrids. The scheme is based on the 

employment of a set of directional overcurrent relays with 

two settings. In [35], a novel hybrid optimization method 

based on the integration of the firefly algorithm and linear 

programming is proposed to enhance the performance of 

directional overcurrent relays. By leveraging the strengths of 

both algorithms, this innovative approach can achieve more 

desirable and time-efficient results compared to traditional 

methods. In [36], a novel differential protection scheme for 

microgrid lines was proposed based on the definition of the 

islanding correlation index in the presence of inverter-based 

resources. This scheme, utilizing the correlation index, can 

detect fault conditions in microgrid lines with higher 

accuracy and speed than traditional protection schemes. In 

[37], a novel differential protection scheme based on the 

calculation of line impedances was proposed for active 

distribution system lines containing inverter-based 

distributed generation resources. A fault direction-finding 

algorithm that utilizes the calculation of incremental changes 

in voltage and current flowing through the lines, along with 

an adaptive differential protection algorithm for fault 

detection and protection of microgrid lines and zones, was 

proposed in [10]. In [38], the authors proposed a novel 

differential protection scheme for distribution lines based on 

the calculation of current signal energy. The use of dual 

settings for the coordination of directional overcurrent 

relays, employing genetic algorithms to optimize relay 

settings, was proposed in [39]. However, achieving 

coordination for a large number of overcurrent relays with 

dual settings is often challenging. Fault direction 

identification using a power-based index for microgrid line 

protection has been investigated in [40]. The proposed 

scheme identifies faults based on the degree of network 

unbalance caused by the fault and determines the fault 

direction based on the direction of negative sequence 

reactive power flow. Accordingly, the proposed method is 

capable of satisfactory performance only for asymmetric 

faults. The use of derivatives of active power flowing 

through lines for fault direction detection has been 

investigated in [41]. Although the proposed scheme 

demonstrates desirable performance in the occurrence of 

high-impedance faults, its nature may lead to activation 

during load switching in the network. In [42], the Stockwell 

transform and deep neural networks were employed for fault 

detection and localization. The proposed method effectively 

visualizes the time-frequency information of current and 

voltage signals, thereby enhancing the speed of fault 

detection. Nevertheless, the utilization of variable-length 

windows to generate time-frequency representations for the 

input signal could potentially reduce redundancy in the time-

frequency domain. Furthermore, the computational 

complexity associated with this approach constitutes another 

limitation. In [43], an autoregressive technique was proposed 

for fault detection. High computational speed is one of the 

advantages of the suggested method. However, this model 

heavily relies on historical data for accurate predictions, 

making it susceptible to performance degradation in the 

presence of data anomalies. Moreover, the computational 

complexity of the proposed method increases with the 

number of parameters and data points, which may potentially 

compromise its accuracy. In [44], fault detection is proposed 

using zero-sequence current component decomposition to 

extract fault features. Additionally, a whale optimization 

algorithm is employed to enhance the decomposition 

process. Subsequently, shape-based time series analysis 

utilizing dynamic time warping derivatives is applied for 

comparison. However, computational complexity poses a 

limitation to this approach. Fault detection and classification 

using positive sequence impedance energy calculation is 

proposed in [45]. A novel fault detection and classification 

method is proposed in [46], which simultaneously utilizes 

both temporal and frequency domain variations of current 

signals and defines a differential index.  The weakness of the 

proposed method lies in its inability to operate under 

symmetrical fault conditions within the network Studies 

have shown that most proposed methods for the protection 

of active distribution systems are based on optimization 

problems and coordination among multiple relays. This can 

inherently lead to increased operational time of protection 

systems. Moreover, achieving coordination among multiple 

overcurrent relays is challenging. Given that identifying the 
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direction of an error can simplify both error detection and 

localization, novel approaches have been introduced in this 

regard. One such approach is the method proposed in [10]. A 

limitation of this approach is its inability to identify the 

direction of fault current flow under single-phase fault 

conditions. Furthermore, the proposed scheme has been 

investigated and evaluated for three-phase faults with an 

impedance of 0.1 ohms.  This paper presents a fault direction 

recognition scheme based on the derivatives of active power 

flow and the calculation of its energy polarity for the 

protection of lines and microgrid areas. The objective is to 

identify the fault current direction resulting from various 

fault types and to increase the fault impedance value 

compared to similar methods. Additionally, to prevent the 

fault direction scheme from being affected by factors such as 

load switching and the occurrence of faults outside the 

protection zone, a sub-differential scheme based on the 

calculation of the transient energy difference of line current 

signals is proposed. Table 1 presents the results of the study. 

 The following are the main contributions of this work that 

demonstrate its novelty for the microgrid protection: 

  

TABLE 1    PERFORMANCE COMPARISON OF THE 

PROPOSED METHOD WITH EXISTING METHODS 

Ref. direction 

detection 

Operation 

in island 

mode 

Inverter 

based 

sources 

High 

penetration 

of 

resources 

[24]   ✓ ✓ 

[25]  ✓  ✓ 

[26]  ✓ ✓ ✓ 

[10] ✓ ✓ ✓  

[38]  ✓ ✓  

Proposed 

Strategy 

✓ ✓ ✓ ✓ 

 

The proposed directional algorithm offers a 

straightforward approach to fault detection in lines and areas 

of a microgrid. This is because it solely relies on the active 

power flow through lines and areas for fault detection. By 

utilizing power derivatives, the transient energy of the active 

power flow can be easily calculated. 

The proposed directional algorithm is capable of 

protecting microgrid lines and areas by effectively 

distinguishing between internal and external faults 

The proposed method is a two-stage protection scheme 

that employs a differential protection approach based on the 

energy difference of current signals flowing through lines 

and areas. This ensures reliable operation in the event of an 

internal fault within the protected zone while preventing 

false tripping in the case of external faults or heavy loading 

conditions. 

The proposed directional method is capable of identifying 

the direction of fault current under various fault conditions 

and microgrid configurations. 

Moreover, the structure of the paper is organized as 

follows: 

Section II introduces the proposed fault direction 

recognition method and the sub-differential scheme based on 

the energy difference of signals. Section III evaluates the 

performance of the proposed methods. Finally, Section IV 

presents the conclusions. 

 

II. Methodology 

A. Fault current direction identification algorithm 

The increasing penetration of inverter-based distributed 

generation resources in distribution systems leads to a 

significant reduction in system inertia. In this case, the fault 

current is much lower than in traditional distribution systems 

that use machine-based distributed generation resources. The 

significant reduction in fault current in distribution systems 

with inverter-based distributed generation resources can 

pose serious challenges to conventional protection methods. 

Therefore, the proposed algorithms offer a novel and 

innovative approach to the protection of active distribution 

systems, which are described below. The presence of 

distributed generation resources in local distribution systems 

results in a bidirectional fault current. Therefore, identifying 

the direction of the fault current at the time of its occurrence 

is of utmost importance. However, the commonly used 

sequence components-based directional algorithms 

presented in [25] may fail for microgrids with inverter-based 

DERs.  This is because inverter-based DERs produce few or 

no zero- or negative-sequence components during faults. The 

proposed direction-finding algorithm uses the magnitudes of 

the power flowing through the microgrid lines and the 

transient increasing energy of the real power to identify the 

direction of the fault current at the time of occurrence. To 

analyze three-phase networks, we consider the following 

balanced sinusoidal phase and line voltages: 









a V

b V

c V

(t)= 2 V cos(ωt+ )φv

2π
(t)= 2 V cos(ωt+ - )φv

3
2π

(t)= 2 V cos(ωt+ + )φv
3

 
(1) 
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







a I

b I

c I

(t)= 2 I cos(ωt+ )φi

2π
(t)= 2 I cos(ωt+ - )φi

3
2π

(t)= 2 I cos(ωt+ + )φi
3

 
(2) 

The phase angles of the voltage and current, 
Vφ and 

Iφ , 

respectively, are represented with respect to a specified 

reference. The above voltages and currents are characterized 

by the presence of a sinusoidal component in their positive-

sequence components. This indicates that they are sinusoidal 

and balanced. The voltage and current phasors can be 

transformed to the stationary reference frame using (3): 

a

b

c

1 112 2 2
3 33 0
2 2





   − −    
=     

      −
    

v
v

v
v

v

                            (3) 

Currents can be transformed to a stationary reference 

frame by using similar equations. In Equation (4), the 

voltages and currents that have been converted to a fixed 

reference frame are given. 









 =


=

 =


=

V

V

I

I

3Vcos(ωt+ )φv

3Vsin(ωt+ )φv

3Icos(ωt+ )φi

3Isin(ωt+ )φi

                                             (4)            

where 𝑣𝛼 , 𝑣𝛽 , 𝑖𝛼and 𝑖𝛽are the transformed voltages and 

currents with respect to the reference axes αβ. The Clarke 

transform and its inverse preserve instantaneous power in 

three-phase systems. This property makes the Clarke 

transform a very useful and efficient tool for analyzing 

instantaneous power in three-phase systems. The 

instantaneous three-phase active power is calculated using 

the instantaneous phase voltages and line currents based on 

Equation (5). 

= + +3φ a a b b c c(t) (t) (t) (t) (t) (t) (t)v i v i v iP                       (5) 

The initial definition of p and q as given in [47] is 

according to Equation (6). 

  

  

     
=     

          

p v   v i

q -v   v i
                                                                 (6) 

The above equation can be employed as a valuable 

analytical tool for investigating the real power fluctuations 

in three-phase systems. The fault location algorithm is based 

on the integral of active power changes that pass through the 

lines according to Equations (7) and (8). 

fault pre
Δp= -p p                                                         (7)                                             

𝐸𝑛𝑒𝑟𝑔𝑦(𝑡) = ∫ 𝛥𝑝(𝑡)𝑑𝑡
𝑇

0
                                          (8)                                                          

In this equation, the change in active power flowing 

through the protected area is denoted by ∆p. The active 

power flowing through the protected area at the time of the 

fault and after the fault are denoted by 𝑝𝑓𝑎𝑢𝑙𝑡and 𝑝𝑝𝑟𝑒, 

respectively. In this algorithm, the active power value in 

each cycle is compared with that in the three previous cycles 

to detect changes in the active power flowing through a 

protected area. The difference between the two values is used 

to determine whether a fault has occurred. Fig. 1 illustrates 

the proposed energy algorithm for the protected area. 

Start

Is the polarity of energy 

positive?

Yes

No

YesNo

Transformation of measured voltage 

and current to a stationary reference 

frame using equation (4)

Calculation of active power using equation 

(6)

Calculation of incremental power using 

equation (7)

Is the incremental power 

greater than the specified 

threshold value 

fault detected

Calculation of transient energy 

increase using equation (8)

Forward fault

detected
Reverse fault

detected

Measuring voltage and current with a 

sampling frequency of 1 kHz

 
Fig. 1. Fault direction identification algorithm. 

The measured voltage and current signals, sampled at a 

frequency of 1 kHz, constitute the input data for the 

algorithm. If the active power samples exceed the preset 

threshold for three consecutive samples, a fault is detected. 

In this paper, the fault detection threshold is set to five 
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percent of the nominal current. If the polarity of energy is 

positive, a forward fault is detected. If the polarity of energy 

is negative, a backward fault is detected. The received 

energy from both sides of the line is positive in the context 

of the proposed scheme for a bidirectional transmission line. 

However, the detection of negative energy polarity on one 

side of a transmission line indicates an external protection 

zone fault. In the event of a fault on the middle line of a 

distribution system, the direction of the fault current from the 

network to the faulted area is indicated by the positive 

polarity of upstream energy. 

B. Differential protection scheme based on Tiger-

Kaiser energy calculation method 

Building on Teager’s original concept, J. F. Kaiser 

introduced a straightforward algorithm to compute the 

energy present in a signal, based on its amplitude and 

frequency of oscillation. For a continuous sinusoidal signal, 

as depicted in equation (9), the energy required to generate 

the signal is proportional to the product of the square of its 

fundamental frequency and the square of its amplitude.  

𝜁 = 𝛼 𝑐𝑜𝑠( 𝜔𝑡 + 𝜙)                                                                   (9) 

Where ω and 𝑓 are the angular frequency and base 

frequency, respectively.   

ω=2πf                                                                               (10) 

This energy measure is commonly referred to as the 

Teager–Kaiser Energy Operator (TKEO) [48]. Furthermore, 

the derived identity effectively links the Teager–Kaiser 

energy of the signal with its key parameters, offering a 

reliable metric for signal energy computation as shown in 

equation (11). 

2 2 2( ). ( ) .( ) −   =  t tt                                                (11) 

The first and second-order derivatives of the signal ( ) t

are denoted by ( ) t  and 𝜁 (𝑡), respectively, and play a 

pivotal role in deriving the mathematical identity associated 

with signal energy. Therefore, the continuous form of 

TKEO, is expressed as 

2

( )
( ). ( )( )

=  −  
t

t tt                                                    (12) 

Further, this technique can also be implemented for discrete 

signal, shown in (13). 

𝜁[𝑛] = 𝛼 𝑐𝑜𝑠(𝛺𝑛 + 𝜙)                                                          (13)        

Where Ω represents the digital frequency in radians per 

sample for the sample n, and  denotes the phase as shown 

in equation (14).  

s

2πf
Ω=

f
                                                                          (14)                

In this equation, 𝑓𝑠 is the sampling frequency in Hz. The two 

adjacent points referenced in equation (13) can be 

represented as a set of equations, as shown in equation (15). 

𝜁[𝑛 − 1] = 𝛼 𝑐𝑜𝑠(𝛺[𝑛 − 1] + 𝜙) 

𝜁[𝑛 + 1] = 𝛼 𝑐𝑜𝑠(𝛺[𝑛 + 1] + 𝜙)                                 (15)                                  

To compute the Teager-Kaiser Energy Operator (TKEO) 

for a discrete-time signal, three consecutive signal samples 

are required. The resulting energy value is calculated using 

the expression provided in equation (16). 

2 2 2ζ[n+1].ζ[n -1] = - (Ω)ζ[n] α sin                                     (16) 

Subject to a small value of ω, the sampling frequency can 

be increased to more than eight times the signal frequency 

by imposing a limitation of π/4 on the value of This leads to 

a reduction in the relative error to 11%. Under these 

conditions, the energy operator yields a result that is 

expressed in Equation (17) and represents the energy 

contained in the signal [40].  

2 2 2- ζ[n+1].ζ[n -1] =ζ[n] α Ω                                      (17)   

Thus, the formulation of the Teager-Kaiser Energy Operator 

(TKEO) for discrete signals is expressed as presented in 

equation (18) [38],[48]. 
2

ζ[n]
= - ζ[n+1].ζ[n - 1]ψ ζ[n]                                          (18) 

It is important to highlight that the TKEO is an efficient 

algorithm, requiring only two multiplications and one 

subtraction per data point to estimate the signal energy. This 

simplicity in computational operations contributes to its 

speed, making it well-suited for real-time applications and 

systems where rapid energy estimation is critical. 

Fig. 2 presents the schematic diagram of differential 

current protection operation for a line.  

 

Bus A Bus B Bus C 

R1 R2 R3 R4

Energy exchange of current signals

Line1 Line2F1 F2

a b c 1i
a b c 2i abc3i

 
Fig. 2. Performance of the proposed differential scheme for the 

line under protection. 

Under normal operating conditions, the differential current 

energy between protective relays R1 and R2 at the beginning 

and end of line j is zero. In the event of a short-circuit fault 

on line j, the difference between the energy integrals of the 

current relays at the two ends of the line becomes non-zero, 

indicating a fault on the protected line. Considering the 

characteristics of this type of protection, it can be considered 

an effective method for line protection. However, in 

situations where the penetration level of distributed 

generation sources on the system bus is high, the 

effectiveness of this method will decrease significantly [38]. 

The implementation of differential protection schemes in 

an extensive protection zone encompassing sources, loads, 

lines, and buses necessitates the definition of an operational 
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threshold for the proposed scheme. This method employs 

Equations (19) and (20) to calculate the energy of current 

signals at the inception and termination points of the 

protected area. Subsequently, Equation (21) is utilized to 

determine the energy difference between these two 

signals [38].  



2

1(j)p a,b,c 1(j)p 1(j)p 1(j)p= - . [n -1][n] [n+1]E I I I                  (19)     



2

2(j+1)p a,b,c 2(j+1)p 2(j+1)p 2(j+1)p= - . [n - 1][n] [n+1]E I I I                        (20)  

 1(j)p a,b,c 2(j+1)p a,b,cdif
= -Energy E E                              (21) 

Exceeding the predetermined threshold of the calculated 

energy difference confirms the occurrence of a fault within 

the protected zone. Fig. 3 illustrates the differential current 

protection algorithm in an extended protection zone. The 

proposed differential protection scheme, in conjunction with 

the directional identification algorithm, facilitates the 

isolation of faulty zones from healthy zones and prevents 

misoperation of the protective relay. The operating threshold 

of the differential current protection scheme is determined 

based on the calculation of fault energy for internal and 

external faults, considering an allowable load of 10% for the 

connected state and 5% for the islanded state. This threshold 

is set to prevent the algorithm from malfunctioning under 

permissible conditions, such as loading. 

I. Test Results 

A. Case study system: 

To evaluate the performance of the proposed scheme, an 

active distribution network with a 50 Hz frequency was 

simulated using the PSCAD software. The data obtained 

from this simulation was processed and used to implement 

the proposed algorithms in MATLAB [37]. Fig. 4 illustrates 

the studied system. The system consists of two 0.4 kV and 

10 kV feeders that are connected to the 35 kV main grid via 

a transformer. The short-circuit capacity at the coupling 

point of these feeders to the main grid is 500 MVA, and the 

R/X ratio is 0.1. The nominal powers of the distributed 

generation (DG) sources in the 0.4 kV feeder are 200 kVA, 

100 kVA, and 50 kVA, respectively. The nominal power of 

the DG source located at the end of the 10 kV feeder is 600 

kVA. DG1 is a battery energy storage system (BESS), DG2 

is a combined cooling, heating, and power (CCHP) system, 

and DG3 is a photovoltaic (PV) system connected to the low-

voltage feeder. The DG source in the 10 kV feeder is a 

machine-based source (diesel generator). The positive and 

negative sequence resistances and inductances of the 0.4 kV 

feeder are 0.32 Ω/km and 0.261 mH/km, respectively. The 

zero sequence resistance and inductance of this part of the 

network are 1.1 Ω/km and 0.955 mH/km, respectively. The 

nominal powers of loads 1 to 6 in the 0.4 kV (low-voltage) 

feeder are 40 kVA, 20 kVA, 40 kVA, 40 kVA, 5 kVA, and 

25 kVA, respectively. It is worth noting that a shunt 

capacitor with a nominal reactive power of 20 kVAR is used 

in one part of the network. The positive and negative 

sequence resistances and inductances of the 10 kV 

subnetwork are 0.38 Ω/km and 1.432 mH/km, respectively. 

The zero sequence resistance and inductance are 0.76 Ω/km 

and 4.2 mH/km, respectively. The nominal powers of loads 

7 to 9 in this part of the network are 100 kVA, 500 kVA, and 

500 kVA, respectively. The 0.4 kV feeder consists of 

inverter-based distributed generation (DG) sources that can 

supply the loads of this feeder in case of grid islanding during 

grid restructuring. 

Start

Measuring the 

current signals at the 

beginning and end of 

the protection zone

The value of the 

difference is greater 

than the threshold?

trip

Calculation of the energy of the 

measured signals from equation (19) 

and (20)

Calculation of the difference in the 

energy of current signals from 

equation (21)

Direction identification algorithm

NO

Yes

 
Fig. 3. Energy difference algorithm of current signals.  
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Table 2 demonstrates a comprehensive comparison 

between the proposed method and a similar method 

conducted in [10] for identifying the fault current direction. 

The operating mode of energy storage batteries or 

distributed generation (DG) sources with combined cooling, 

heating, and power (CCHP) changes from P-Q to V-f control 

to support voltage and frequency during grid islanding 

transitions from grid-connected to island mode. However, 

the operation of photovoltaic (PV) systems is such that P-Q 

control is maintained in both grid-connected and island 

modes. 

 

TABLE 2  COMPARISON OF THE PROPOSED 

DIRECTION IDENTIFICATION METHOD AND THE 

METHOD PROPOSED IN REFERENCE [10] 

 
 
 
 

Fault 

resistance 

 
 
 
 

Fault 

type 

 

Ref [10] Proposed Strategy 

 
 

Traditional 

differential 

 

 

Fault 

direction 

 
Energy-

based 

differential  

 
Corrected 

fault 

direction 

detection 

 

 
 
 
0.1 ohm 

A-g ✓  ✓ ✓ 

BC ✓ ✓ ✓ ✓ 

BC-g ✓ ✓ ✓ ✓ 

ABC ✓ ✓ ✓ ✓ 

ABC-
g 

✓ ✓ ✓ ✓ 

 

 
 

20 ohm 

A-g   ✓ ✓ 

BC   ✓ ✓ 

BC-g   ✓ ✓ 

ABC   ✓ ✓ 

 

 

It is noteworthy that the output current of the inverter-

based distributed generation (DG) sources used in this 

network is limited to 1.5 times the nominal current in case of 

a fault.  It is also worth noting that the data presented in [49] 

to [51] were used to implement the proposed network. 

A. Analysis of Fault Current Behavior 

The performance of the proposed scheme for determining 

fault current direction based on the polarity of the 

incremental active power, aiming to identify faults inside and 

outside the protection zone, and the performance of the 

proposed scheme for the protection of active distribution 

lines in the following subsections have been investigated. 

Case 1: Internal Faults: The performance of the proposed 

fault current direction detection scheme is depicted in Fig.  

5, focusing on a fault event on line 4. Relay 4 acts as the 

input measurement for the designated protection zone, while 

Relay 6 serves as the output measurement. Analyzing the 

directional measurements from these relays reveals that, in 

scenarios where a fault occurs outside the protection zone or 

during load switching external to this zone, the energy 

calculated by both the input and output relays maintains the 

same polarity. In contrast, when a fault is detected within the 

protection zone, the input and output relays indicate an 

incremental energy transient characterized by opposite 

polarities. 
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Fig. 4. Case study system. 

In Fig. 6, the effectiveness of the proposed approach for 

identifying the direction of fault current in the event of a fault 

at bus E is presented. The results shown in Fig. 5 and 6 

demonstrate that for faults that occur within the protection 

zone, the calculated energy polarity at both the beginning 

and the end of this zone is found to be opposite. This 

characteristic serves as a significant indicator for 

recognizing internal faults and can be considered a reliable 

standard for measuring the effectiveness of the zone 

protection system. Moreover, the proposed index is capable 

of identifying faults occurring within the distribution lines of 

active distribution systems. Considering relays 4 and 5 as the 

beginning and end relays of line 4, respectively, whenever a 

fault occurs on line 4, the energy polarity of the relays at the 

beginning and end of the protected line is positive, indicating 

a fault ahead of the protective relays. As evident from Fig.  

5, for a fault occurring on line 4, the calculated transient 

energy polarity at both the beginning and end of the line is 

positive. 
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Fig. 5. Performance of the directional protection scheme 

under three-phase fault conditions on line 4 in grid connected 

mode.  

 

Fig. 6. Performance of Directional Protection Scheme under 

a Single Line-to-Ground Fault (A-G) on Bus E in Grid-

Connected Mode. 

However, as clearly shown in Fig. 6, for a fault occurring 

outside the line, the energy polarity of the incoming relay is 

positive, indicating a fault current flow direction from the 

network towards the downstream. Under such conditions, 

the calculated energy polarity for the outgoing relay is 

negative, indicating a fault behind the relay. Fig. 7 illustrates 

the identification of the fault direction on line 4 as an internal 

fault. 

As shown in Fig. 7, when a fault occurs on bus E, the 

calculated energy polarity by the relay at the beginning of 

line 4 is positive, and the energy polarity for the relay at the 

end of the line is negative. This condition indicates a fault 

outside the line. Additionally, since the fault occurs within 

the protected zone, the energy polarity of relay 4 is positive 

and the energy polarity of relay 6 is negative, which indicates 

a fault within the protected zone. The results demonstrate 

that the proposed scheme is capable of accurately and rapidly 

detecting faults within the protected zone. 

 
Fig. 7. Performance of Directional Protection Scheme under 

a Double Line-to-Ground Fault (AB-G) on Bus E in Islanded 

Mode. 

Case 2: External faults: One of the distinguishing features 

of the proposed method is its ability to differentiate between 

faults inside and outside the protection zone. Fig. 8 illustrates 

the performance of the directional protection scheme when a 

fault occurs outside the protection zone. As evident from Fig. 

8, when a fault occurs on line 5, the energy polarity 

calculated by relay 4 is positive, indicating a fault ahead of 

the relay. In this situation, the energy polarity calculated by 

relay 5 is negative, confirming a fault outside line 4. 

Moreover, the positive energy polarity of the outgoing relay 

corroborates the occurrence of a fault outside the protection 

zone. Fig. 9 presents the results of fault current direction 

finding under fault conditions outside the protection zone 

during islanding mode operation. 

 

Fig. 8. Performance of the directional protection scheme 

under a single-phase-to-ground fault (B-G) on line 5 in grid-

connected mode. 

As evident from Fig.  9, when a fault occurs on bus A, the 

energy polarity measured by relay 4 is negative. This 

indicates that the fault current direction is from the load side 
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Fig. 9. Performance of the directional protection scheme 

under a three-phase fault on bus A during islanding mode 

operation. 

towards the source. Under such conditions, the energy 

polarity of relay 5 is positive, implying a fault outside the 

protected line. Furthermore, the negative polarity of relay 6 

confirms that the fault is located outside the protection zone. 

Fig. 10 illustrates the operational performance of the 

proposed directional scheme in response to an external fault 

occurring on line 8.  

 
Fig. 10. Performance of the proposed directional scheme under 

single-phase fault conditions (A-G) in grid-connected mode on 

line 8. 

As illustrated in Fig. 10, it can be observed that in the case 

of a fault occurring on line 8, relay number 3, which operates 

with negative polarity, is able to identify the fault occurring 

behind it. Therefore, should a fault arise at any location 

within the network, all relays will react in a positive or 

negative manner depending on the fault's position. This 

capability is particularly beneficial for accurately locating 

the fault. Furthermore, on line 7, the first relay exhibiting 

positive polarity and the last relay exhibiting negative 

polarity indicate the existence of a fault external to the line. 

Based on the results obtained from the execution of the 

directed protection scheme under fault conditions within the 

microgrid, it is evident that the proposed approach is 

adequately equipped to detect faults and differentiate 

between internal and external faults in the designated 

protection zone. The assessment was conducted with a fault 

impedance of 20 ohms, and the fault identification time was 

5 milliseconds post-occurrence. 

B. Current Differential Protection Scheme 

In this section, the performance of the proposed 

differential protection scheme is evaluated for detecting and 

discriminating faults both inside and outside the protection 

zone, while considering network loading conditions. 

Case 1: Internal Faults: Fig. 11 demonstrates the operation 

of the proposed design when faults occur within the 

protected region. 

 
Fig. 11. Performance of the proposed scheme under three-

phase fault conditions on Line 4 in grid-connected mode. 

While noise in transmitted data is commonly considered 

in transmission lines, its impact is often overlooked in 

distribution networks where line lengths are shorter. 

Specifically, when a differential scheme is employed for 

short lines, susceptibility to noise can become a 

significant drawback of the proposed design.  Fig. 12 

illustrates the performance of the proposed scheme under 

fault conditions in islanded mode. When a fault occurs at 

10 seconds, the difference in energy of the current signals 

exceeds the threshold, which can serve as a suitable 

criterion for determining a fault within the protection 

zone. The results clearly indicate that, following a fault 

within the protected zone, the difference in energy of the 

current signals entering and exiting the protected zone can 

serve as a reliable criterion for fault detection.  

Case 2: External faults and load switching: One of the 

advantages of the proposed method is its immunity to 

external faults and load switching operations outside the 

protection zone. Fig. 13 illustrates the performance of the 

proposed scheme under fault conditions, both inside and 
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outside the protection zone. Fig. 14. depicts the performance 

of the proposed scheme under fault conditions on busbar F 

in islanded mode. The results clearly demonstrate the 

proposed scheme's ability to discriminate between faults 

inside and outside the protection zone. 

 
Fig. 12.  Performance of the proposed scheme under an AB-G 

phase-to-ground fault condition on Line 4 in island mode. 

 

Fig. 13. Performance of the proposed scheme under a three-

phase fault with an impedance of 0.1 ohms on line 5 at the 10th 

second, and a three-phase fault with an impedance of 20 ohms 

on line 4 at the 13th second in grid-connected mode. 

 
Fig. 14. Performance of the proposed scheme under three-

phase fault condition on busbar F in islanded mode. 

Fig. 15. illustrates the performance of the differential 

protection scheme under a single-phase fault outside the 

protection zone.  

 
Fig. 15. The performance of the proposed scheme under 

single-phase (A-G) fault conditions on Line 5 in grid-

connected mode. 

As seen in the figure, when a fault occurs at the 10th 

second, the energy difference between the current signals 

becomes greater than under normal conditions. However, 

this difference is not sufficient to cause the proposed scheme 

to operate. The performance of the proposed scheme has 

been evaluated for internal faults within the protection zone 

with a fault impedance of 20 ohm and for external faults 

outside the protection zone with an impedance of 0.1 ohm. 

Given that the algorithm employed to calculate the energy 

of current signals passing through the protection zones 

exhibits high accuracy and speed in tracking sinusoidal 

signals, the transit time resulting from the difference 

between the signal energy and the defined threshold is 

extremely short. Since this scheme is a sub-algorithm to 

complement the directional algorithm, it is reliable. The fault 

detection time for this algorithm is 3 milliseconds. 

Therefore, in addition to ease of calculation, the high speed 

and accuracy of the method used are confirmed by the 

obtained results.  

Given that the proposed directional fault current algorithm 

is highly sensitive to variations in active power flow, it is 

imperative that the suggested sub-algorithm remains 

unaffected by such changes.  As evident from Fig. 16, load 

switching results in a difference in the energy of current 

signals that deviates from the normal state. However, by 

defining a threshold and allowable load levels (10% of the 

load level both outside and inside the protected zone), the 

proposed scheme can effectively differentiate between 

loading conditions.   
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Fig. 16.  Performance of the proposed scheme under 

increased load at bus F in grid-connected mode. 

Fig. 17 illustrates the proposed scheme's ability to 

differentiate between load switching and fault occurrences 

within the protected zone during islanded operation. The 

results indicate that the proposed scheme, by determining an 

appropriate threshold in both grid-connected and islanded 

operation modes, can distinguish between faults within the 

protection zone and loads outside the protection zone.  

While directional protection schemes offer superior speed, 

accuracy, and reliability for safeguarding areas containing 

distributed generation and loads, results have shown that the 

energy differential of current signals is effective only for 

internal faults. Given the proposed directional protection 

scheme's high sensitivity to active power variations, the 

energy-based differential algorithm can be employed as a 

supplementary method for external faults and load-switching 

conditions within the network. 

A similar adaptive differential protection and direction-

finding algorithm was employed in [10], but it exhibited 

limitations in identifying the fault current direction under 

single-phase fault conditions and had a detection capability 

for faults with an impedance of 0.1 ohms. Based on the 

obtained results, the proposed schemes have proven suitable 

for identifying various fault types under different microgrid 

operating conditions and have improved the impedance 

detection capability to 20 ohms compared to the similar 

method. 

III. Conclusions 

This paper presents a novel fault direction-finding scheme 

for the protection of lines and zones, leveraging incremental 

changes in active power flow. To prevent false operations 

during external faults and load switching events, a 

complementary differential protection scheme based on the 

energy of current signals is utilized. The Teager-Kaiser 

Energy Operator (TKEO) is employed to extract the energy 

from current signals at both ends of the line, and fault 

detection is accomplished by evaluating the energy 

difference between these signals. The results confirm that the 

proposed directional scheme accurately determines fault 

current direction under a variety of fault conditions, enabling 

rapid and precise discrimination between internal and 

external faults within the protected zone or line in diverse 

microgrid configurations. Additionally, the proposed 

methods demonstrate superior performance in handling 

higher fault impedances compared to existing directional 

schemes. Future work should investigate the impact of 

harmonics within microgrids on the proposed methodology. 

 

 
Fig. 17. Performance of the proposed scheme during a load 

increase at bus F at seconds10 and a three-phase fault at bus E 

at seconds12 under islanded operation. 
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