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This work proposes an adaptive resilient control for uncertain nonlinear cyber-physical
systems (CPSs) under deception attacks. It is assumed that attacker injects false data
into the commands exchanged between the controller and actuator over the
communication channels. The injected false data affects the control input in both
additive and multiplicative forms. To deal with the uncertain dynamics of the system
and additive term of cyber-attacks, the radial basis function-neural networks (RBF-
NNs) are invoked. Also, to handle adverse effects of multiplicative term of cyber-
attack, the Nussbaum-type gain function is employed. Then, by integrating the RBF-
NN model and Nussbaum function into the command filtered backstepping (CFB)
approach, the proposed resilient control scheme is designed. Compared with the
existing works, the proposed control eliminates the “explosion of complexity” problem
in the conventional backstepping approach, removes the trial and error in choosing time
constant of the first order filters in the dynamics surface control (DSC) approach,
compensates the filtering error and deals with both additive and multiplicative cyber-
attacks in “controller to actuator” channel, simultaneously. Also, it mitigates the effects
of the cyber-attack without requiring separate attack estimation unit, controller
reconfiguration or readjustment algorithm. Simulation results on the robotic arm under
different cyber-attacks verify effective resilient performance of the proposed control

scheme.

l. Introduction

Cyber-physical systems integrate physical systems into
the cyber space via network of communication channels [1,
2]. Such systems which typically include processing and
computing units are able to monitor and control physical
systems through communication networks and have found
wide applications in different science and engineering fields
like aerospace, smart grids, power systems, industrial
processes, and etc. [3-6]. Most of the CPSs use open
communication and computation platform and they are
often vulnerable to various cyber-attacks.

Daniel of service (DoS) attack and deception attack are
common types of cyber-attacks that affect the CPSs and
deteriorate the system performance [7, 8]. The DoS attack
is a cyber-attack in which adversaries block the
communication channels between different system layers

and prevent signal transmission. Depending on the place of
DoS attack occurrence, control layer may not receive
sensor measurements or actuator may not receive control
inputs. Therefore, control system fails due to the lack of
real-time data. A typical form of the deception attack is a
false data injection (FDI) attack in which attackers
penetrate the communication network and directly, inject
false signals to manipulate the actual control inputs or
sensor measurements. Generally, FDI attacks may occur at
the communication channels transmitting “sensor
measurements to the control unit” or transmitting “control
commands to the actuators”. As a result of FDI attack,
control units or physical layers receive false data instead of
the true one. Hence, to preserve the desired performance of
the control system, it is necessary to deal with cyber-attacks

carefully.
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Mostly, existing researches on security of the CPSs in the
presence of cyber-attacks focus on two subjects: (1) attack
detection, and (2) resilient control design [9-11].

The first subject models cyber-attack as a conflict signal
injecting to the network, then studies attack effects and
concentrates on developing attack detection and
identification schemes to detect system anomalies.
Generally speaking, attack detection schemes can be
divided into model-based and data-based approaches. The
model-based schemes use analytical model of the system
for attack detection while the other ones infer system model
by using historical data of the system and detect attack
occurrence by analyzing the available data [12-14].

The second subject tries to develop resilient control
schemes to mitigate attack effects. Generally, there are two
perspectives to design resilient control schemes named as
active and passive. The active approach extracts attack
information by detecting, estimating or identifying it via
separate attack identification unit, and then mitigates attack
effects based on the attack characteristics [15-20]. In
contrast, the passive approach assumes that adversary
attack is a bounded signal and tries to compensate its
adverse effects without identifying and readjusting or
reconfiguring controller after attack occurrence [21-27]. In
passive approach, controller is designed to be resilient
against predefined attacks. As it is inferred from above
discussion, designing active attack mitigation scheme is
more complicated than the passive one because it requires
attack detection, and estimation unit as well as controller
readjustment algorithm.

In [15], an active attack mitigation strategy based on the
attack detection and reconstruction scheme was proposed
for nonlinear CPSs under deception attack. It designs
diagnostic observer for detecting and estimating occurred
attack online and then mitigates attack effects by using the
output of the attack diagnostic unit. In [16] attack
mitigation scheme was proposed for nonlinear CPSs in the
companion form under actuator deception attack based on
the neural estimation of the occurred attack and sliding
mode approach. In [17] resilient consensus scheme based
on the attack detection and isolation approach was proposed
for nonlinear second order multi-agent systems under FDI
attack in communication channels between the follower
agents. It first, detects the agent that receives false data,
then by scanning all links ended to the detected agents, it
identifies the under attack link. Finally, by eliminating the
under attack link from the consensus algorithm, the attack
mitigation is done. In [18] linear networked control systems
under FDI attack and process noise were considered and
then an active attack mitigation scheme was proposed. An
attack mitigation scheme based on the adaptive sliding
mode approach and attack estimation was proposed for
linear CPSs in the presence of FDI actuator attack in [20].

In [6] consensus of cyber-physical power systems in
presence of model uncertainties, disturbances and cyber-
attacks has been considered. The considered system in [20]
is a fractional order linear time-invariant one, and the
considered cyber-attack is a time-dependent bounded
function. The passive resilient scheme proposed in [6]
designs an adaptive chattering-free fractional order sliding
mode controller to achieve consensus in presence of
uncertainties, disturbances and cyber-attacks. An adaptive
neural network-based DSC scheme was proposed for
uncertain nonlinear time-delay CPSs under sensor and
actuator deception attack in [21]. In [22] passive resilient
control of nonlinear CPSs in the canonical form under
actuator attack and input saturation was investigated. The
proposed scheme in [22] is based on the Nussbaum
function, barrier Lyapunov function and extended state
observer and it assumes that system model is exactly
known. Adaptive backstepping-based resilient control of
nonlinear CPSs in the presence of deception and injection
attack was studied in [23, 24]. The considered CPSs in [23,
24] has special form known as linearly parameterized strict-
feedback form with bounded control gains, also it assumes
that attack signal satisfies special inequalities which limit
applicability of the proposed schemes for handling general
form of attacks. Two other passive resilient control schemes
for nonlinear CPSs under FDI attack were proposed in [25,
26]. In [27], a fixed-time adaptive resilient control
framework based on the reinforcement learning,
disturbance observer and nonsingular fast terminal sliding
mode was proposed for nonlinear CPSs under FDI attack.
In [28], a reinforcement learning-based optimal resilient
control was proposed for large scale interconnected
nonlinear systems in the presence of sensor attack and
actuator hysteresis. Also, some model free resilient control
schemes were proposed for nonlinear CPSs in [29-31]. In
[32], a leader-follower formation control based on the
neural networks, projection algorithm and DSC approach
was proposed for an uncertain unmanned surface vehicle
under stochastic disturbance. In [33], an adaptive
backstepping sliding mode control was proposed to
stabilize nonlinear multi-input multi-output epidemic
systems under input saturation, modeling uncertainties and
external disturbances.

Inspired by the above discussion, this paper solves the
control problem in nonlinear uncertain CPSs under FDI
attack in “controller to actuator” communication channel.
An adaptive resilient control scheme based on the RBF-
NN, Nussbaum function and CFB approach is proposed to
deal with the modeling uncertainty, and to mitigate the
attack effects as well as unknown control direction problem
arisen because of actuator multiplicative attack. The
suggested scheme does not require any prior information
about attack time, severity and characteristic. Also, it does
not require attack detection and identification unit, and
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controller reconfiguration mechanism for mitigating attack
effects online. In addition it is able to mitigate different
kind of additive and multiplicative attacks as well as
constant, time-varying and stochastic ones. Stability
analysis shows that the proposed resilient scheme ensures
stability of the CPSs under input attack and guarantees that
by proper selection of the design parameters, tracking error
can be made small.

Thorough comparison among the prior reviewed works
and the proposed scheme has been provided in Table 1. In
this Table, the reviewed references on passive resilient
control of nonlinear CPSs and the proposed work were
compared with each other, from four different aspects
including: (1) considered nonlinear CPS form, (2) attack
location, (3) control approach, and (4) limitations of the
schemes.

Main contributions of the proposed work are: (1)
Compared with the existing works [22-25], the proposed
work considers a more general class of nonlinear CPSs,
therefore, it is applicable to wide variety of practical
systems like those described later in remark 2. (2) The
proposed resilient control scheme-based on the CFB
approach eliminates the “explosion of complexity” problem
which is conventional in the backstepping-based
approaches suggested in [23, 24, 26, 27, 33]. (3) The
proposed scheme uses a compensation mechanism to
eliminate the filtering error. Also, it uses a command filter
to obtain derivatives of the virtual input and therefore, it
eliminates sensitivity to the time-constant of the first order
filters in the DSC-based approaches, unlike [21, 32]. (4)
Compared with [21, 22, and 25], the proposed scheme not
only deals with additive attacks, but also can handle the
multiplicative attacks that multiply the control gain by an
unknown term, alter the magnitude and effectiveness of the

Running Title/First Author, et al

control input and cause more significant changes than the
additive attacks. However the proposed approach provides
a simple controller with considerable advantages, it only
deals with actuator attack and it is not applicable for CPSs
with unsafe “sensor to controller” communication channel.

Note: Throughout the paper, scalars are represented in
italics; while the vectors are denoted in bold and italics.

I1. Problem Statement and Preliminaries
This section first presents problem statement and then
describes some preliminaries.
A. Problem Statement
The following class of uncertain nonlinear CPSs under
deception attack represented in Fig. 1 is considered:

Xi =X+ (%), 1<i<n-1

X, =f, (x)+u, €N
Yy =Xq,
where X; €N is the state variable,
x=[x; ... x,]eR" and x =[x, ... x;]eR

represent the state vectors, u e R is the control input and
y eR is the output variable. Also, f (x;) for

i =1,2,,...,n represents the uncertain smooth functions

in the system model. The model of deception attack
affecting the control signal is described by

u =bv, +a(x), )

where v is the controller output, b  describes
multiplicative attack signal which is unknown constant,

TABALE | COMPARISON BETWEEN THE PROPOSED SCHEME AND RELATED PASSIVE RESILIENT METHODS

Ref. No. Considered CPS Attack location

Control approach Limitations

Sensor and actuator

Dynamic surface control (1) Existence of filtering error, and

[21] Time-delay nonlinear CPS . (2) sensitivity to time constant of
deception attack approach the first order filters
(1) Applicable to simple form of
. . . nonlinear CPSs, and (2) ability to
[22] nth order affine nonlinear CPS Actuator attack Adaptive control deal with simple additive actuator
attack
(1) Explosion of complexity
linearly parameterized Sensor and actuator . problem, and (2) applicable to
23, 24] nonlinear CPS attack Backstepping approach linearly parameterized form of
CPSs.
(1) Applicable to simple form of
[25] nth order affine nonlinear CPS ;etgiﬁr and actuator Feedback linearization approach nonlinear CPSs, and (2) only deals
with additive attack.
(1) Explosion of complexity
[26] Nonlinear strict-feedback CPS Sensor attack Backstepping approach problem, and (2) dealing with
sensor attack.
. ] . (1) Explosion of complexity
[27] Large scale nonlinear systems Sensor attack Reinforcement-based adaptive problem, and (2) dealing with

backstepping control sensor attack.

Proposed Nonlinear CPS in the strict-

Scheme feedback form Actuator attack

Command filtered backstepping

approach (1) Dealing with actuator attack.
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Actuators [—» Plant Sensors

Controller =

Fig. 1. Schematic of the under attack CPS.

a(x) represents the injected attack signal which is

unknown bounded state-dependent function, and u denotes
the under-attack signal that is send to the actuator through
the network.

Substituting the attack signal (2) in (1), results in

Xi =X, +f (%), 1<i<n-1
X, =f, (x,)+bv, +a(x), ®3)

Y =X,

Remark 1. It is worth to note that the occurrence time,
severity, and characteristic of the attack signal is unknown
for controller design.

Remark 2. Wide variety of practical systems such as the
jet engine compression system [34], the twin otter aircraft
[35], the robot manipulator [36], and the piezoelectric-
positioning mechanism [37] can be described by the
nonlinear system in the strict-feedback form. Therefore, it
is of both theoretical and practical importance to study the
control problem for strict-feedback nonlinear systems.

Assumption 1. The desired signal y, and its first
derivative, i.e., Y, are known, smooth and bounded.

Remark 3. In assumption 1, Yy, is the desired input to

the closed-loop system. Therefore, it is reasonable to
assume that it is available and known. The backstepping

approach requires the knowledge of ygi)where

i =0,1,...,n-1, or conventional DSC approach requires
the knowledge of y,, Y, and Y, . However, assumption

1 just needs the knowledge of y, and its first derivative

which is less restrictive. It signifies that the proposed
scheme is more suitable for some important applications
where higher order derivatives are unavailable.

Before presenting the proposed resilient control
approach, some preliminaries are reviewed briefly.

B. Preliminary Concepts

Because of using RBF-NN for modeling uncertain
dynamics of the system and unknown additive FDI attack,
at first, RBF-NN is described briefly. Figure (2) shows the
RBF-NN structure.

Hidden layer

Input layer

Output laver

Fig. 2. Structure of the RBF-NN.

As it is obtained from Fig. 2, RBF-NN consists of three
layers: input layer, hidden layer and output layer. Activation
function in the hidden layer of the RBF-NN has a radial
basis function form as follows:

4 (x)=exp[—M], @)

where X is the input vector, }; and 77, denote the center

and width of the activation functions, respectively. The
center parameter can be placed on a random subset or all of
the training examples, or chosen by using the clustering
algorithms or determined by invoking heuristic algorithms
or learning procedure. Also, the basis function widths can
be either chosen to be the same for all of the units or can be
chosen differently for each unit, depending on the part of
the input space they represent. It is worth to note that the
training process may adapt the width parameter for each of
the basis functions, also.

As it is obtained from Fig. 2, output of the RBF-NN can be
written as

f(X)=iWi #(x;), (5)

where w, is the weight coefficient between the ith neuron

and output, N is the number of the network neurons, and
x; is the input of the ith neuron. For simplicity, network

output in (5) is rewritten in the following linear regression
form

f(x)=wTgp(x), (6)

w, | is the weight vector and

b (xy)]"  is  the

where w =[w, W,

» (x)=[¢1(xl) ¢ (x;)
activation function vector.

According to the universal approximation property of the
RBF-NN [38, 39], the RBF-NN with sufficiently large
number of neurons (N ;) can approximate any continuous
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real valued function f; (x;): ' — R over a compact set
Qc R' to any desired accuracy as:
fr (%) =wiTo; (x,)+& (x;), U]

where w; eR"™ represents an ideal weight vector
satisfying (8), and & (X, ) is the approximation error with
an assumption of |gi (% )|s§i, where the unknown

constant & >0 forall x; €2,

w” =arg Wﬁlm {Sy[g)in (x; )W, (x; )|} (8)

Since w; is ideal weight vector, it is unknown and it is

necessary to estimate it online. In the following, w;,

denotes the estimation of w; .

Now, some required lemmas for controller design are
explained.
Lemma 1 [40]. Consider the following command filter

Z, = w,z,,

©)

Z.Z :_Zé:a)nzz _wn(zl _V)!

where v is the input signal. If the first and second
derivatives of the input signal v for all t >0 are bounded,

ie, V|<V and |<V;, also z,(0)=v(0). z,(0)=0,
then for any v’ >0, there exists filter design parameters
w, >0 and &e(0,1] such that |z, —v|<v’, |Z,], |Z}].
and |Z;] is bounded.

Definition 1 [41]. Function N (x):R—>R is called
Nussbaum function if it satisfies the following properties:

lim sup lj"N (x)dk =+,
p—ow© p 0

(10)
lim suplj”N (x)dk = —o0.
p—o—x p 0

Lemma 2 [42]. Consider smooth functions V (.) and x(.)
defined on interval (0,t;), in which V (t)>0 for
Vvt €(0,t; ) and N (x) is a Nussbaum function, if the

following inequality holds then «, V, and
t

J(bN () +1)ie*d 7 on the defined interval (0,t; ) will

0

be bounded:
t
0=V (t) <a, +e ! L (bN () +1)ke®7dz,  (11)

Running Title/First Author, et al

In the above inequality, &,,8 >0 are proper constant

values and b satisfies b : R —>[I’ I*] where 1717 >0.

I11. Proposed Scheme

In this section the proposed CFB-based resilient control
scheme is explained for considered CPS (3) under FDI
attack. In the proposed scheme to decrease number of
learning parameters, and consequently to reduce the online
computational burden, the minimal learning parameters
(MLP) algorithm [43] has been used. In this algorithm,
norm of the weight vector of the RBF-NN is considered as
one adaptive parameter and it is updated online. This
algorithm aims to achieve universal approximation property
with fewest possible adjustable parameters and helps to
improve computational efficiency. For having this, let us

define adaptive parameter ¢ as 6 =|w| for

i =1,2,..,n and update it online based on the adaptive

laws which will be derived later. By using this strategy,
number of adaptive parameters is decreased from N,

(number of RBF-NN neurons for modeling f, (x;)) to 1.
Let us define the proposed error surfaces as

S1=X17Yq
S, =X; =X;, fori=2,..,n (12)
where X; . is obtained from the following command filter

Zia = WyZis5,

Z,,=28w,z,, ~o,(z;; —v,) (13)

In (13), v; isthe filter input, Z;; and z,, are the filter

outputs. Also, ¢ and , are design parameters of the filter.

In order to eliminate the filtering error, the compensated
tracking error signal e; is defined as:

e, =s,—¢ for i=1..,n, (14)

where &, is defined as:

é;i == X0~ +¢,, 1=1.,n-1
. ' (15)
¢, =0,

and ¢(0)=0. In (15), ¢, i=1..,n-1 are positive

constants chosen by the designer. As it was proved in detail

*

. v
in [44, Lemma 3, 45], {; is bounded and I'T]Jéyi | SE
0

where €, =(1/2)min(c, ).
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By considering RBF-NN model in (7), and adjusting
norm of the weight coefficients as an adaptive parameter,
the following inequality is obtained:

11 1
ef, e’o +o+=el+=gl 16
1 2 I ¢ ¢I 2 2 2 1 ( )
Also, the following inequalities hold:
e.e, 1e +1e
i |+1— i+l
2 2
A7)

60 <23+~
2 2

Now, design steps of the proposed scheme are presented.

Step 1: At first, by considering the first error surface and
differentiating it with respect to time, and substituting the
first equation of (3) for i =1 in the result, dynamics of the
first error surface is obtained as:

s.1 =X 2+f1_yd' (18)

Now the following virtual input for stabilizing (18) is
proposed:

.1
o =—CS; +Yy _59161¢I¢1’ (19)

where ¢, is a design parameter and 6, is an adaptive
parameter updated based on the following adaptive law:

- 7/ -
6 = 2112(/)1 0, — 0.6, (20)

where o, is a design parameter and positive constant y,

represents a learning rate. Considering (14) for =1,
differentiating it with respect to time and substituting (15),
(18), and (19) in the result, gives:

. 1
€, =€,-Cg +(f1 _59161(0;(”1} (21)

Consider the following Lyapunov function for stability
analysis
1, 1 4
2 _Eel +2_91 ’ (22)

where 91:91—@1 is the parameter estimation error.

Differentiating (22) with respect to time and substituting
(21) in the result gives

. 1 o
V,=eg, —Cce’ +elf1_[591e21¢1¢1j__99- (23)
"

By applying inequalities (16) and (17) to (23) and
considering (20), equation (23) can be expressed as

V) <(1-c,)e’ +%e§ +0,0,0, +%+%gf. (24)

Substituting 6, = 6, — 6, in (24), gives

1 1.1
Vi< (e )e + e 2+0,(66,- 9)+2+251. (25)

Applying inequality (17) to (25) results in:

V) <(1-c,)e’ +;e2+1¢92 162+;+;(§f. (26)

Step i (i=2, ..., n-1): Consider the ith error surface. By
taking the time derivative of s, and substituting (3) in the
results, we will have

S =X +f |+1c (27)

i+l
To stabilize (27), the following virtual control input is
proposed:

& =—C;S; +X; _%9. ei(”iT(/’i —€i_1» (28)

where c; is a design parameter, and éi is an adaptive
parameter adjusted based on the following adaptive law

g —%‘ew 0, 70,6, (29)

where o, is a design parameter and positive constant y, is

the learning rate. Again, by doing the same procedures as
those described in step 1, we will have

€ =¢,,—Cée +f; _%é. ei%T(”i —€i4 (30)

Again, the following Lyapunov function is considered for
stability analysis

1 1 -
V. =§e +2—9 (31)

where é, =6, —éi . Differentiating (31) with respect to
time and substituting (30) in the result, gives

V =e.e

8,.,—c.e’+ef, —%He(p 9, —€,e
~ (32)

144,

Vi

Applying inequalities (16) and (17) to (32), gives:



V'i S(g_ci jeiz—i_%eizﬂ—’_%eizéi(or(oi _iééu
Vi
33
11, 1, 33)
+=+=g +=e% .
2 2 2

Substituting (29) in (33), and substituting 5, =6, —éi in
the result, gives

V'i < E_Ci ei2+£ei2+1+i9i2_ﬂéi2
2 2 2 2

(34)

Step n: Consider the nth error surface in (12). Taking the
time derivative of (12) and substituting the last equation of

(3)in s, results in

S, :fn+bvn+a(xn)—x'n_c. (35)

To stabilize (35), the control input is proposed as

v, =N (x)v,
. () (36)
K=e,v,
where v has the following form
, 1-
vV =C.¢€, _Xn,c +§0nen¢:¢n +€, - (37)

In (37), c, is a design parameter and én is adjusted
based on the following adaptive law:

én Z%efﬂﬂhﬂn _7/no-nén ’ (38)

where y >0 is the learning rate and &, >0 is a design
parameter. Considering (35) and ¢, =0, the following
tracking error is obtained

€, =f, +a—%énen(pl(pn +(bN (x)+1)v

(39)
—C.e, =€,

Now for stability analysis, the following Lyapunov
function is considered:

1., 1 5
VI.| —Een +2—0n (40)

Taking time derivative of (40) and using (39) results in

v, =e, (f, +a)_%éne§ plp, +e, (BN (x)+1)v
1 - (41)
—c.el-ee, ,——6.6,.
7n

Running Title/First Author, et al

Applying inequalities (16) and (17) to (41) and
substituting (38) in the result, gives

V, <(1-c,)e’ +%+%§f +e, (bN () +1)v
(42)
2

+%e L +0.00,

Substituting én=9n—én in (42) and applying
inequality (17) to (42), results in

V, <(1-c,)e +e, (bN (x)+Ly +%9§
(43)
~In g2 +E+lgn2 +1e§71
2 2 2 2

V. Main Results

This section presents main results and provides stability
analysis of the closed-loop system.

Theorem 1. Consider the nonlinear system (1) under
FDI attack in “controller to actuator” channel which affects
the CPS in the additive and multiplicative forms. It can be
shown that the proposed RBF-NN-based CFB approach
guarantees that the closed loop system is stable and all
signals of the closed-loop system are uniformly ultimately
bounded.

Proof. Consider the following Lyapunov candidate
function

n

Vi =2V (44)

i=1

Taking the time derivative of (44) and substituting (26),
(34), and (43) in the result, gives

V, < (g—cljef J{g—czjef +[§—c3je§ +...

3 2
J{E_cn jen +e, (bN (/()+1)V (45)

Comparing (45) with (44), it makes possible to rewrite
(45) as

Vi <—iVp +B+(bN (x)+1)& (46)

where u and £ are obtained from substituting (44) and
(45) in (46) as follows:
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2, -3
. c, -5, 2<i<n-1
U0 min )
2, -3
Vi O “7)
b= Z( +=& +792]
Solving (47) with respect to time gives
V, <eV (0)+£(1—e‘”‘)
U
(48)

+e‘“‘]'(bN (x)+1)xke*dz.

0

Applying Lemma 2 to (48) reveals that x, V , and
t
J' +1 xe“*dr are bounded on interval (0t).
0

Therefore, e, and @ for i =1,2,..,n are bounded.
Because S; =€, +¢; and according to [44: Lemma 3, 45]

|¢i| is bounded, therefore signal s; is bounded. Let us

t
denote the bound of j(bN (K)+l)/ée“d T by A, so the
0

ultimate bound of the tracking error will be

lim|s,| < 28 oY .
t—ow Y7 2C0

Remark 4. It can be seen from Lemma 1, and the
definition of £, u, and c, that the tracking error bound

depends on the design parameters C;,, o;

and y, for
i =1,..,n. Also, it depends on the command filter
parameters (@, , ¢) and width and center of the basis

functions in the RBF-NN. Increasing C; can lead to smaller

tracking error and faster convergence, but it might induce
undesirable oscillations or require larger control effort,
potentially leading to input saturation. Also, appropriately
tuning of the adaptation parameters y, and o; ensures

accurate estimation and effective compensation of
uncertainties, thus minimizing tracking error. Also, a

command filter with high natural frequency ( ), ) generally

leads to smaller filtering errors and thus, potentially
improves the tracking accuracy, as the filter can more
closely track the desired signals. However, increasing the
bandwidth too much can lead to increase the sensitivity to
noise and oscillations. Also, the damping ratio of the
command filter (&) influences the transient response of the

filtered signals. An appropriate damping ratio helps
preventing from oscillations and overshoots in the filtered

TABLE Il PHYSICAL PARAMETERS

Physical L Numerical
Parameters Definition Value
Distance between center and end of
L (m) . 1
the joint
M (kg) Mass of the joint 1
g (m/S?) Acceleration of gravity 9.8
| (kg m?) Moment of inertia 4/3

commands, which can in turn, reduce fluctuations in the
tracking error. Also, width and center of the basis functions
in the RBF-NN structure are two other important design
parameters. A basis function with narrow (small) width
results in a more precise approximation of the unknown
system dynamics in specific regions of the state space. In
such case, if the system moves into regions that are not
covered by the RBF centers well, or if the
width is excessively small, the network's generalization
capability might be compromised, leading to increased
tracking error and larger control signal. While basis
functions with large width cover a wider area of the input
space and consequently, improve the network's
generalization ability across a larger operating range, they
potentially reduce the tracking error, control effort and
chattering. A well-distributed set of centers, particularly in
regions where the system dynamics exhibit significant
variations, enhances the approximation capability, thereby
reducing the tracking error.

In summary, there are inherent trade-offs in the selection
of these parameters. For instance, achieving a very small
tracking error often requires higher controller gains, which
can lead to increased control input amplitude and potential
saturation issues.

V. Simulation Results

To investigate the performance of the proposed scheme,
the following robotic arm described by (49) is considered
[22]

6=—1"(26+mgLcos®) +1 7. (49)

In (49), 6, 6, and & denote the position, velocity and
acceleration, and 7 represents the applied control input to
the joint. Other physical parameters and their numerical
values for simulation have been given in Table II.

The control objective is to design a control input such that
the system output tracks the desired signal Yy, in the

presence of FDI attack in “controller to actuator” channel.
For simulation, initial conditions were set to

X, :[0.27r O]T , £,=0,and 6, =[0 0]T , and design
parameters were chosen as ¢, =2, ¢, =0.5, @, =40,
£=06, y,=7,=05, and o, =0,=0.03. Also,
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Control input
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Fig. 3. (a) Output response, and (b) Control input under no
FDI attack.

Nussbaum-type function was chosen as
N (x)=exp(x* )cos ((x/2)z). The RBF-NN contains
25 nodes with centers y, , i =1,...,25 evenly spaced in
the range [-2,2]x[-2,2], and the width of the basis

function is set to 7 =2 for i=1,...,25. Figure (3)
shows the output response of the proposed controller for

40

Additive attack
o

20
-40
(b)
1 . . . . :
X
Q
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£ o8-
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£ort 1
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=2 0.6 r L L r r
0 5 10 15 20 25 30 35 40
Time (S)

Fig. 4. Attack signal, (a) Additive term, and (b) Multiplicative
term (case 1).

tracking y, =sint +sin 0.2t under no FDI attack. As it is

obtained from the figure, the output variable tracks the
desire output accurately and the control input is bounded.

Now, performance of the proposed scheme against three
different FDI attacks is simulated and discussed.

Running Title/First Author, et al
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Fig. 5. (a) Angular position, and (b) Angular velocity of the
robotic arm under FDI attack (case 1).
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Time (S)
Fig. 6. (a) x, (b) Controller output and under attack input.
(case 1).

Case 1: In this case, a simple attack defined in (50) is
applied to the system. Figure 4 shows the considered
unlimited duration attack in (50):

v, t <10

u=+<0.6v,6+30 10<t <25 (50)

0.8v, —40cos 0.3zt t>25

Figures 5-7 show the simulation results of the
proposed scheme for tracking y, =0.5(sint +cos 2t)

in the presence of considered attack in (50).

Figure 5 displays the angular position and velocity of the
robotic arm under FDI attack in (50). Figure 6 shows the
actual and under attack control inputs, and Fig. (7) depicts
adaptive parameters. As it is obvious from the results,
proposed resilient control scheme tolerates the cyber-attack
and preserves tracking ability of the closed-loop system



International Journal of Industrial Electronics, Control and Optimization (IECO). yyyy, *(*)

10
15 T T T T T T T
—— Estimation of o,
==== Estimation of 0,
I,
\\\
\\
\\~
(2] ~,
E) 1§ ‘\\'___~~ *
5] ~
% ~-‘\
—
g Sl
@ s
= ~
E: o5l at T
0 r I I r r r r
0 5 10 15 20 25 30 35 40
Time (S)
Fig. 7. Adaptive parameters (case 1).
(@
100 T T T T T T T T

50 *

Additive attack
o

Multiplicative attack

0 5 10 15 20 25 30 3 40 45
Time (S)
Fig. 8. Stochastic attack, (a) Additive term, and (b)
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under FDI attack, properly. As it is seen from the results, all
of the closed-loop signals are bounded.

Case 2: In this case, a random stochastic attack with high
switching frequency defined in (51) is injected into the
“controller to actuator” communication channel. Figure 8
represents the considered attack. As it is seen form Fig. 8, at

time interval (20 22] only additive term is non-zero, at

intervals (15 20] and (28 35], only multiplicative

attack is nonzero and in other intervals, both of additive and
multiplicative terms are non-zero. Figure 9 represents the
output response and the tracking error in presence of
stochastic attack given in (51). It is clear from Fig. 9(a)
that the output results can track the desired trajectory in
presence of random attack. Also, results in Fig. 9(b)
indicate that the norm of the tracking error is bounded.

% 05
S
g 0
g
= -0.5
o
5 ar
o
15

b
e T T T T T T T T
&
2 02 1
£
¥ 015 1
o
F oLf] 1
b
o
£ 0.05H 1
S
2 0 h :

0 5 10 15 20 25 30 35 40 45

Time (S)
Fig. 9. (a) Output response, and (b) Norm of the tracking error
(case 2)

Obtained results verify that the proposed method is able to
mitigate simultaneous additive and multiplicative attacks
and it is not dependent on the attack function. This ability
helps the system to defend against the total intrusion of an
attacker regardless of the attack variations. The other
advantage of the proposed approach is elimination of the
need for attack reconstruction and control
reconfiguration in presence of attacks. Therefore, the
complexity and cost of control design will be decreased.

v, t<8
10rand(.)v, +20randn(.)  8<t <15
rand(.)v , 15<t <20

v, +40cos(30zrandn()) 20<t <22
0.5exp(-randn(.))v ,

+40cos(30zt)sin(t) (51)
0.8rand(.)v 28<t <35
1+randn(.
( OV, 35<t <40
+20randn(.)
Vv 40 <t

Case 3: In this case the following time-dependent attack
is considered. Figures 10 and 11 illustrate the considered
attack, output response and norm of the tracking error.

As it is seen from Fig. 11, the output signal tracks the
desired trajectory and norm of the tracking error is
bounded. Therefore, the proposed scheme is resilient
against time-varying attack.

Simulation results in Figs. 4-11 verify that boundedness
of the output variable and the tracking error is achieved
regardless of the FDI attack type at “controller to actuator”
channel.
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Fig. 10. Time-varying attack, (a) additive term, and (b)
multiplicative term (case 3).

Obtained results show that the proposed approach could
mitigate different kind of FDI attacks without using attack
reconstruction or controller reconfiguration units.

v, t <10
sin (t )cos (30
(t)eos (30x. ) 10<t <20
+0.5tv |
u=J(2+sint)v 20<t <25 (52)
v, +sin (10t) 25<t<30
2-15 10t
B .
+sin (x, )cos (2zt)

V1. Conclusion

This paper proposes an adaptive resilient control scheme
for uncertain nth order nonlinear CPSs under injection
attack. The main findings are: (1) an adaptive command
filtered backstepping-based control scheme is able to
handle the injection attack, and also it guarantees that the
tracking error can be made small by adjusting the design
parameters; (2) the proposed scheme eliminates the
“explosion of complexity” problem, removes challenges in
choosing time-constant of filters and compensates the
filtering error, simultaneously, (3) the proposed scheme is
resilient against both additive and multiplicative forms of
cyber-attacks without any prior knowledge about the attack
time, severity and characteristics, (4) it does not require
attack detection and estimation units separately, as well as

Running Title/First Author, et al
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Fig. 11. (a) Output response, and (b) norm of the tracking error
(case 3).

controller readjustment or reconfiguration algorithm, and
(5) it decreases the number of adjustable parameters and
online computational burden by using MLP algorithm.
Therefore, the proposed approach maintains system
stability and performance despite deceptive attack without
noticeably increasing the complexity or imposing
computational burden to design and implementation of the
control system. However, the proposed passive resilient
control offers a simpler and potentially more robust
approach to mitigate attacks, but it may have limitations in
terms of performance, adaptability in the face of some
unforeseen disturbances or changes in the operating
condition of the systems. Obtained simulation results verify
the effectiveness and appropriate performance of the
proposed resilient control scheme.

Extending the proposed scheme to deal with nonlinear
CPSs in the presence of sensor attack can be considered as
a future work.
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